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branching programs

(1—a) (1—ay) -~ (1—ay)
(a1) (@2) - (ar)
evaluation. acceptiff My= [[M,,, =0

example. accept iff X # a (1 x 1 matrices)
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(ll X I)AO
Ay (M ®S19)A1) AT (Ma ® S50)A)

Ay ((M11®S11)A1) Al ((M21®521)A2)

Q. O(u, {M;}) ~. O(u', {M; b})
if VX :uMy = 0 <= uM, =0
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secure (J(permutation)

[Canetti Chen 17, GKW17, WZ17]
Ay

Ay (M1 ®@810)A1) Ay (Mo ® S20)A0)

Ay (M11 ®S11)A1) Ap' (Mo ® S21)A0)

corollaries.
— private constrained PRFs [canetti Chen 17]
— lockable obfuscation [Goyal Koppula Waters, Wichs Zirdelis 17]

— traitor tracing [Goyal Koppula Waters 18, CVWWW 18]



secure (J(permutation)

[Canetti Chen 17, GKW17, WZ17]

Ay
Ay (M1 ®@810)A1) Ay (Mo ® S20)A0)

Ay (M11 ®S11)A1) Ap' (Mo ® S21)A0)

lemma. ~_. random, for permutation matrices



secure (J(permutation)

[Canetti Chen 17, GKW17, WZ17]

AO7 A17 A2
Ay (M1 ®@810)A1) Ay (Mo ® S20)A0)

Ay (M11 ®S11)A1) Ap' (Mo ® S21)A0)

lemma. ~_. random, for permutation matrices



secure (J(permutation)

[Canetti Chen 17, GKW17, WZ17]

AO7 A17 A2
Ay (M1 ®@810)A1) Ay (Mo ® S20)A0)

Ay (M11 ®S11)A1) Ap' (Mo ® S21)A0)

lemma. ~_. random, for permutation matrices

proof. <— [Bvwwie]



secure (J(permutation)

[Canetti Chen 17, GKW17, WZ17]

AO 3 Al 3 A2
((Ma ® Sy0)Az)

lemma. ~_. random, for permutation matrices

proof. <— [Bvwwie]



secure (J(permutation)

[Canetti Chen 17, GKW17, WZ17]

AO7 A17 A2

(uniform)

(uniform)

lemma. ~_. random, for permutation matrices

proof. <— [Bvwwie]



secure (J(permutation)

[Canetti Chen 17, GKW17, WZ17]

AO7 A17 A2
Ay) A7 '(uniform)

Ay) A; ! (uniform)

lemma. ~_. random, for permutation matrices

proof. <— [Bvwwie]



secure (J(permutation)

[Canetti Chen 17, GKW17, WZ17]

AO7 A17 A2

A1) uniform

A;) uniform

lemma. ~_. random, for permutation matrices

proof. <— [Bvwwie]



secure (J(permutation)
[Canetti Chen 17, GKW17, WZ17]
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uniform uniform
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lemma. ~. random, for permutation matrices

proof. <— [Bvwwie]
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(O(read-once)

[Halevi Halevi Stephens-Davidowitz Shoup 17, ...]

input. read-once program u, {M; , }

output.
(w@ DA, {AL(Mip @ 8i)A) Yief pefoa)

?
evaluation. accept if (qu®Sx)Ag ~0
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[Chen Vaikuntanathan W 18]

1. eval(x; | y;) =0, i,j€][L]

L? accepting inputs X; | v; where x;,y; € {0, 1}5/2

starting point
[CHLRSI5, CLLT16, CGH17]



rank attack

[Chen Vaikuntanathan W 18]
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2. W = (W,]) < ZEXL

starting point
[CHLRSIS, CLLT16, CGH17]
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[Chen Vaikuntanathan W 18]

1. w; := eval(x; | y;) = (X;,¥;) assuming read-once

2. rank(W = (wy) € ZF<F)

Y
A% = X full rank
low norm
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[Chen Vaikuntanathan W 18]

1. w; := eval(x; | y;) = (X;,¥;) assuming read-once

2. rank(W = (w;) € Z*L) = rank(X)

llMx1 & le | €1
llMx2 X sz | €2

llMxL X SxL ‘ ey
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rank attack

[Chen Vaikuntanathan W 18]

read-many
O(sizec) attack for read-c [abGMmi17, cLTTI7]
intuition. read-c — read-once, size O(size®)

i.e., attack fails if c is very large
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witness encryption!?

[Chen Vaikuntanathan W 18]

input. SAT formula ¢, message p € {0, 1}
u=(1---11)
M,v,b diagonal matrices, dim = # clauses +1
UM, = (0 p) if ¢ is satisfiable [ciwi14]

output.
(u®I)A,, {Ai_—ll((M{,@H@M/sz?)Ai) el pefo1y
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input. read-many program u, {M, ; }

output.
(8@ DAo, {A7L (M @ Sip)A) Yiepoeio
M,
M., — R}/ RY)e{0,1}2%2

input consistency

G
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simple obfuscation candidate

[Chen Vaikuntanathan W 18]

input. read-many program u, {M, ; }

output.
(8@ DAo, {A7L (M @ Sip)A) Yiepoeio

status.
— secure in idealized model [Bartusek Guan Ma Zhandry 18]

— tweaks against statistical tests [cheon Cho Hhan Kim Lee 19]
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obfuscation: small steps

I. weaker primitives from LWE

— lockable obfuscation, mixed FE, ...

2. targets for crypt-analysis

— minimal work-arounds

3. candidates from “crypt-analyzable” assumptions

// merci !



