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New Roads to Cryptopia

What about all
this space?

*Let’s ignore information-theoretic cryptography for now.




Starting from LWE

[AJS18,Agrl18,LM18,JLMS19]

* Let p be a A-bit prime; y be a poly-bounded error
distribution for LWE; nis poly(A).
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1. Sample s « Zj We add “leakage” on e

2. Samplee; « yfori € [n]

3. Sample random vectors a; « Z '



The Actual N/{qi} sampled by efficient \
. _ randomized algorithm.
this version fro| Each monomial has:

* Here: s « Zz’}; e;

e Now consider distributions:
e Distribution D1:

{ai7 <ai7 S> + €4 mod p}’LE[?’L]7 {QE(ga ga 5) - 5€}€€[n1+€]

e Distribution D2:
{a'ia <CL7;, 8> + e; mod p}ZE[n]7 {QE(é; g? Z\)}ﬁé[’nl"’e]

* Assumption: No efficient adversary can distinguish D1 and D2
with advantage > 1-1/poly(4)

e Can hold even if Adversary can distinguish with probability 99%!



The Road Ahead

How do we deal with new assumptions?
— Simplicity (first and foremost?)

— Cryptanalysis

— Lower bounds

— Relations with existing assumptions

Fundamental issue: We don’t know
where/how/why structured hardness arises.

This is the only way for crypto to progress.
IO gives us the “excuse” to investigate new
assumptions.

Even without iO — Crypto Dark Matter (TCC 2018)



