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– candidate for noisy multi-linear maps

[Boneh Silverberg 03, Garg Gentry Halevi 13, Coron Lepoint Tibouchi 13]
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hiding non-permutation branching programs

– more efficient

– more expressive in read-once setting
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idea. embed LWE secret into A
“target switching” in [Goyal Koppula Waters 18]
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obfuscation via GGH15
[Halevi Halevi Stephens-Davidowitz Shoup 17, ...]

input. read-once program

u

Mx
?
= 0

goal. obfuscate, i.e. leak nothing beyond functionality
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obfuscation via GGH15
[Halevi Halevi Stephens-Davidowitz Shoup 17, ...]

input. read-once program

u

Mx
?
= 0

output.

(u⊗ I)

A0, {A−1i−1((Mi,b ⊗ Si,b)Ai
:::::::::::::::::

) }i∈[ℓ],b∈{0,1}

evaluation. (

u

Mx ⊗ Sx)Aℓ
::::::::::::::::

?
≈ 0

⇐⇒

u

Mx
?
= 0

“ within the realm of feasibility ” [HHSS17]
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rank attack
[Chen Vaikuntanathan W 18]

1.

wij :=

eval(xi | yj) ≈ 0, i, j ∈ [L]

2.

rank(

W = (wij) ∈ ZL×L

) = rank(X)

starting point
[CHLRS15, CLLT16, CGH17]
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rank attack
[Chen Vaikuntanathan W 18]

1. wij := eval(xi | yj) = ⟨x̂i, ŷj⟩ assuming read-once

2. rank(W = (wij) ∈ ZL×L)

= rank(X)

W

starting point
[CHLRS15, CLLT16, CGH17]
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rank attack
[Chen Vaikuntanathan W 18]

1. wij := eval(xi | yj) = ⟨x̂i, ŷj⟩ assuming read-once

2. rank(W = (wij) ∈ ZL×L)

= rank(X)

W =

x̂1
x̂2
...

x̂L

ŷ1 ŷ2 . . . ŷL
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W =
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low norm
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rank attack
[Chen Vaikuntanathan W 18]

1. wij := eval(xi | yj) = ⟨x̂i, ŷj⟩ assuming read-once

2. rank(W = (wij) ∈ ZL×L) = rank(X)

W =
Y

full rank

uMx1 ⊗ Sx1 | e1
uMx2 ⊗ Sx2 | e2

...

uMxL ⊗ SxL | eL
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1. wij := eval(xi | yj) = ⟨x̂i, ŷj⟩ assuming read-once

2. rank(W = (wij) ∈ ZL×L) = rank(X)

W =
Y

full rank

uMx1

uMx2
...

uMxL
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rank attack: workarounds?
[Chen Vaikuntanathan W 18]

1. avoid encodings of zeroes

– uMx ̸= 0 for all x

– candidate for witness encryption via [GLW14]

2. read-many

– O(sizec) attack for read-c [ADGM17, CLTT17]

– candidate for obfuscation
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input. read-many program uMx
?
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simple obfuscation candidate
[Chen Vaikuntanathan W 18]

input. read-many program uMx
?
= 0

output.

(û⊗ I)A0, {A−1i−1((M̂i,b ⊗ Si,b)Ai
:::::::::::::::::

) }i∈[ℓ],b∈{0,1}

M̂i,b =


Mi,b

R(1)
i,b

. . .

R(ℓ)
i,b

 R(j)
i,b ∈ Z2×2
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input. read-many program uMx
?
= 0

output.
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:::::::::::::::::
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obfuscation from lattices

1. via functional encryption [BV15, AJ15, ...]

– ABE + FHE [GVW15, GKPVZ13, GVW12, A17, BTVW17]

– bottleneck. inner product + rounding/noise

2. via GGH15 encodings

– bottleneck. encodings of zeroes
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obfuscation: small steps

1. weaker primitives from LWE

– lockable obfuscation, mixed FE, ...

2. targets for crypt-analysis

– minimal work-arounds

3. candidates from “crypt-analyzable” assumptions

// merci !
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