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today. randomizing a branching program s.t.
i. hide program ii. some functionality
applications. from LWE
— private constrained PRFs [canetti chen 17]
— lockable obfuscation [Goyal Koppula Waters, Wichs Zirdelis 17]

— traitor tracing [Goyal Koppula Waters 18, CVWWW 18]
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today. randomizing a branching program s.t.
i. hide program ii. some functionality
this talk.
c GGH |5 encodings: construction and proofs

@ obfuscation: candidates and attacks
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fa(X) = (X 7é a) point functions



branching programs

Mg Moy -+ |[Myg
Mg M| -+ My,

)
evaluation. My = [[ M;,, = fixed matrix

barrington’s. 5 X 5 permutation matrices = NC!
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Ay
Ay (M1 ® S10)A1) A7 (Mo ® S20)As)

Ag' (M1 ®811)A1) A (Mo @ 85.1)As)

evaluation. (MX®SX)Ag

note. M, ;. S, ;, are small [acpsos]



GGH |5 encodings

[Gentry Gorbunov Halevi 15, Canetti Chen 17, ...]

Ay
Ay (M ®810)A1) AT (M2 ® S30)As)

Ay (M1 @811)A1) ATH(M21 ©S5.1)A))

evaluation. (MX®SX)AE

generalization. M ® S — (M s)



GGH |5 encodings

[Gentry Gorbunov Halevi 15, Canetti Chen 17, ...]

Ay
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evaluation. (MX®SX)AE
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[Gentry Gorbunov Halevi 15, Canetti Chen 17, ...]

Ay
Ay (M1 ® S10)A1) A7 (Mo ® S20)As)

Ag' (M1 ®811)A1) A (Mo @ 85.1)As)

evaluation. (MX®SX)Ag

functionality. can derive SyA/ ~ a PRF [cci7, BLMRI3]
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lemma. hides {M,;} for permutation matrices
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not

goal. hide M; ;’s given

JAo, { Sip }icjgpefo.1)

[ Mg
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A 1( z |+ E )

idea. embed LWE secret into A

“target switching” in [Goyal Koppula Waters 18]
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new computational lemma

A YZ + E) nides Z

Al A 1( z |+ E )

R -U
A, (A U+Z+E)
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[x | 1] Ao, S1.5,S2.5, A2
M, A,

A ()
1,04,

My A,

At )
S11A

proof. (1) <—
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Mo |
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uniform o

proof. (1) <—



semantic security

[Chen Vaikuntanathan W 18]

[* ’ I] A07 SLba SQ,b) KQ

—1 — —1 —
Ag (MiAy) A; (M29A;)
—1 — —1 —

Ag (M1,A,) Ap (MyA,)

proof. (1) <—



semantic security

[Chen Vaikuntanathan W 18]

AO; Sl,b7 SZba K?
—1 — —1 —
A (Mi0A,) A; (M29A;)
—1 — —1 —
Ag (M1Ay) Ap (MyA,)

proof. (1) «— (2) mask A



semantic security

[Chen Vaikuntanathan W 18]

AO; Sl,b7 SZba K?

—_— 1 —_
A (Mi0A,)

—_— 1 R
Ag (M1,A,)

proof. (1) «— (2) mask Ay () —



semantic security

[Chen Vaikuntanathan W 18]

AO; Sl,b7 SZba K?

uniform Kl_ (MQ,OKQ)

uniform Kl_l(MQ,1K2)

proof. (1) «— (2) mask Ay () —



semantic security

[Chen Vaikuntanathan W 18]
AO; Sl,b7 SZba A2

uniform uniform

uniform uniform

proof. (1) «— (2) mask Ay () —
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obfuscation via GGHI5

[Halevi Halevi Stephens-Davidowitz Shoup 17, ...]

input. read-once program uMy 20

output.
(@ DAo, { A ((Mip ® Sis)Ai) Yicppe(0)

?

evaluation. (uMy ® Sy)A; ~ 0

<— uMX;O

“ within the realm of feasibility ” [HHss17]
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1. w;; := eval(x; | y;) = (X;,¥;) assuming read-once

2. rank(W = (w;) € ZM*F) = rank(X)
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1. w;; := eval(x; | y;) = (X;,¥;) assuming read-once

2. rank(W = (w;) € ZM*F) = rank(X)

uM,,
uM,,

uM

93
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rank attack: workarounds?

[Chen Vaikuntanathan W 18]

I. avoid encodings of zeroes
— uMy # 0 for all x

— candidate for witness encryption via [eLwi4]

2. read-many
- O(Sizec) attack for read-c [abGMi7, cLTT17]

— candidate for obfuscation
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[Chen Vaikuntanathan W 18]

input. read-many program uMy )

output.
(0@ DA, { AL ((Mip © Si6)A0) et pefo0.1)
M,y
T R < 22
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obfuscation from lattices

I. via functional encryption [Bvis, Ajis, ..]
— ABE + FHE [evwis, ckpvzis, cvwi2, A17, BTVWI7]

— bottleneck. inner product + rounding/noise

2. via GGHI5 encodings

— bottleneck. encodings of zeroes
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obfuscation: small steps

I. weaker primitives from LWE

— lockable obfuscation, mixed FE, ...

2. targets for crypt-analysis

— minimal work-arounds

3. candidates from “crypt-analyzable” assumptions

// merci!



