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Game Plan
• Motivation 

- How secure is lattice-based crypto?
- How sure are we?

• Summary of results

• Fine-grained hardness of CVP

• Fine-grained hardness of SVP

• Where do we go from here?
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Quantitative Security Is 
Hard…

Original recommended RSA key size…

We want our current schemes to be secure in >40 years—
preferably forever.  

(RSA’s original parameters were broken after ~25 years.)
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To determine how secure your crypto scheme is, simply assume that 
our current best method for each of these steps is nearly optimal.

We rely on assumptions because we don’t know how to 
prove such strong statements. 

But maybe we can prove something?
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Quantitative security estimates are (all?) based on the assumption that 
the fastest algorithm for exact/near exact SVP runs in time              . 

(Based on a sieving heuristic of [Nguyen, Vidick 08].) 

We want to prove something like this.

(4/3)n/2
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Results 
(Spoilers)

• Lower bound of               time for CVP in “almost all”        norms, not including            .
-            for all p, even for approximate CVP.
- Compare with the                -time algorithm for            . 

• Lower bound of           time for SVP in “almost all”        norms with                 .

• Lower bound of           for SVP for all p.
- (This result is meant to surprise you later…)
- Compare with the                 heuristic lower bound.(4/3)n/2
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The Closest Vector Problem

0

t

.          is the computational problem that  
asks us to compute                   . 

CVPp
distp(t,L)

Approximate            asks us to approximate                   . 
(We’ll mostly talk about the exact problem…)

CVPp distp(t,L)
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- (In practice seems much harder than SVP)
- Hardness proofs for lattice problems (like SVP) typically go through CVP.
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The Closest Vector Problem
•             can be solved in time               [MV10, ADS15].
•             can be solved in time            and approximated in time           for all                     

[AKS02, BN09, Dadush 12].
•            is NP-hard for all                     [van Emde Boaz ’81].
• Even hard to approximate up to                   [ABSS93, DKRS03].
• “The hardest lattice problem.”

- (In practice seems much harder than SVP)
- Hardness proofs for lattice problems (like SVP) typically go through CVP.

Real-world cryptographic applications require quantitative/fine-
grained hardness. 

Maybe there’s a         -time algorithm for CVP? Even a         -time 
would break crypto in practice. 

We’ll show something close to      -time hardness of CVP.

2
p
n 2n/20

Before this work, only fine-grained hardness result known was  a           
.       -time lower bound [folklore, Yeom15].2⌦(n)

2n
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The Strong Exponential Time Hypothesis  
(SETH)

k-SAT:

We want to show a reduction from k-SAT on n variables  
to CVP on a lattice of rank n.
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What did we just prove?

• Max-2-SAT is “ETH-hard.”  I.e., assuming SETH (or just ETH), there is no          -
time algorithm for Max-2-SAT.
- Assuming SETH (or just ETH), there is no          -time algorithm for CVP.
- (Result already known in folklore, and unpublished work [Yeom15].)

• Fastest algorithm for Max-2-SAT runs in time                            [Will05].
- Assuming this is optimal, then there is no          -time algorithm for         .  for 

any p.
- (Compare to              -time algorithm for            .)

Not a very safe assumption…
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Generalization to k-SAT?

• A 2-SAT clause is satisfied if and only if the number of satisfied literals is 1 or 2.
• Therefore                             if and only if the clause is satisfied.

- 2 and 4 are equidistant from 3!
• A 3-SAT clause is satisfied if and only if the number of satisfied literals is 1, 2, or 3.

- If we try the same construction with 3-SAT, we’ll fail.
- We can’t find 3 distinct numbers that are equidistant from some other 

number… 

2 3 4
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We want the norm of this vector to be constant 
and smaller than the norm of     whenever the 

sum is non-empty.
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Isolating Parallelepipeds

Do these things even exist for large k?
• “Most of the time,” they do!
• For odd integers p, they exist for all k.

- If SETH holds, then for all odd integers p, there is no           -time 
algorithm for           !!!

- (Try p = 1 yourself.)
• For even integers p, they exist if and only if           .

- Two is an even integer :(.
• For any fixed k, they exist for all but finitely many values of p.
• For any k and any                               with                 and                  , they exist 

for sufficiently large n.
- If SETH holds, then no            -time algorithm solves             for such p!!!
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Isolating Parallelepipeds
1 1 1

This is linear in the        ! 

So, it suffices to find     such that the resulting system of 
linear equations in the         has a (non-negative) solution.

|↵i|p

t⇤

|↵i|p
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Isolating Parallelepipeds

Want to solve

•            is stochastic. I.e., if we set                                 , then the distances 
will all be the same.

• Therefore, it suffices to find     such that            is non-singular.
• Entries in             look like                   .

- Piecewise polynomial in     when p is an integer.
-                    is a piecewise polynomial in     .
- We show that it is not always the zero polynomial when p is odd.
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Summary of Results

Blue = new result. 
(…)  = approximation algorithm 
  *     = hardness for some constant approximation factor

Pros
• We actually proved something!
• It’s sort of tight!

Cons
• CVP, not SVP.
• Exact/near-exact CVP only.
• No     .
• Very artificial CVP instance.
• d >> n.
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Act 3: 
What about SVP?

Divesh Aggarwal
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The Shortest Vector Problem

0

is the computational problem that  
asks us to compute            .  

Approximate           asks us to approximate            . 

(We’ll switch freely between the search and decision problems.)

SVPp

�(p)
1 (L)

SVPp

�(p)
1 (L)
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SVP Algorithms 
(it’s complicated…)

p

All [AKS01, BN09, AJ08, DPV11]

2 [ADRS15, AS18]

2 2-approx [ADRS15]

2 (n=150!) [KT17]

2 Heuristic [BDGL15]

∞ [DM18]

∞ Heuristic [DM18]

2n+o(n)

nO(n) (but fast)

2n/2+o(n)

(3/2)n/2+o(n) ⇡ 20.29n

⇡ 3d

20.62d
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Hardness of SVP 
(it’s hard…)

• Van Emde Boaz asked in 1981 whether SVP is NP-hard.
• Answered in 1998 by Ajtai. (Yes.)
• NP-hard to approximate to within any constant [CN98, Mic01, Kho05]
• “Hard” to approximate to “near-polynomial” factors […, HR12]

- .
• All known reductions are randomized [Mic12]
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Hardness of SVP: 
Dream Proof

CVP SVP? 

Problem: Short vectors (y � kt, ks) 2 L(A0
) for k 6= ±1.

Really only k = 0 is a problem. I.e., short vectors in L(A).
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Hardness of SVP: 
Dream Proof

“Many more close vectors than short vectors.”

Np(L, r; t) := |{y 2 L : ky � tkp  r}|
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Sparsification 
[Khot05]

“Many more close vectors than short vectors.”

If the initial CVP instance has many more close vectors than short 
vectors, then the shortest vector in       will “correspond to” a close 

vector with high probability.
L0

q ⇡ Np(L(A), r; t)

It suffices to show hardness of CVP with more close vectors than 
short vectors. 

(Note: The resulting lattice looks a lot like the lattices used in 
cryptography.)
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✓
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◆

Np(bL, (rp + (r†)p)1/p) ⇡ Np(L(A), r) ·Np(L(A†), r†)

In order to get “many more close vectors than short vectors”, we want  

(Our hard CVP instance from before is basically just  
.           and                             .)A = In t = (1/2, . . . , 1/2)
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Increasing the Ratio of  
Close Vectors to Short Vectors

Gadget: (A†, t†)

bL := L
✓
A 0
0 A†

◆

Np(bL, (rp + (r†)p)1/p) ⇡ Np(L(A), r) ·Np(L(A†), r†)

In order to get “many more close vectors than short vectors”, we want  

(Our hard CVP instance from before is basically just  
.           and                             .)A = In t = (1/2, . . . , 1/2)

All hardness reductions for SVP use some gadget like this. We show that  
any such gadget implies hardness.

Np(L(A†), r†; t†)

Np(L(A†), r†)
� Np(L(A), r)

Np(L(A), r; t)
⇡ 2Cn
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Increasing the Ratio of  
Close Vectors to Short Vectors

bL := L
✓
A 0
0 A†

◆

rank(bL) = n+ n†

Np(L(A†), r†; t†)

Np(L(A†), r†)
� 2⌦(n)
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Increasing the Ratio of  
Close Vectors to Short Vectors

bL := L
✓
A 0
0 A†

◆

To prove          -hardness, we need                  . I.e.,  

.                                            .

2⌦(n)

rank(bL) = n+ n†

n† = O(n)

Np(L(A†), r†; t†)

Np(L(A†), r†)
� 2⌦(n)

Np(L(A†), r†; t†)

Np(L(A†), r†)
� 2⌦(n†)
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Building the Gadget 
p > 2.14
Np(L†, r†; t†)

Np(L†, r†)
� 2⌦(n†)

This is a very convenient gadget! 

r† := distp(t
†,L†) bL ⇡ Zn+n† bt ⇡ (1/2, . . . , 1/2)

We just need to study the number of integer vectors in      balls.`p
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Integer points in ℓ_p balls

Technique due to [Mazo, Odlyzko 90] and [EOR91].
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SETH-Hardness for p > 2.14 
via the Integer Lattice

(For “almost all” p & 2.14.)

2 4 6 8 10
p0.0

0.2

0.4

0.6

0.8

1.0
C_p
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GapETH-Hardness for p > 2 
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Summary

Blue = new result. 
(…)  = heuristic algorithm 
  *     = hardness for some constant approximation factor
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The Path Forward— 
Is BKZ Optimal?

Approximate 
search problem. 

(γ-SVP)

Exact/near exact 
problem. 

(SVP, lower 
dimension)

?
NP-hard

NP \ co-NP

Any reduction in the other direction has to be “interesting.” 

Superpolynomial? Non-deterministic? Non-uniform?

Maybe BKZ is fundamentally the wrong approach for approximate 
lattice problems?
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Thanks!


