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Search within N elks i time Sqrt(N)
(even for a « F?@.wf@;& » function)
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Doubling the size of
svmm&rm ey !



?QSE‘"QMQM&MM ETA
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Quantum Fourier transform



Lomsaqu@.mces

- Diffie - Hellman
- [KSA



Mersenne 545 ey

- Inside Ring and Noise family with
- NTRU
- Codes
—- Ideal Latlkices, RLWE



Mersenne ring and
distance

- Ring Z/pZ
T pa Mersenine F?ri;me, L&, "1

Leb :



Some easy F?m»[per&es
of arithmetic mod p

0) X = (X mod 21) + (X div 21) [mod Fo]
1) HW(X+Y) € HW(X) + HW(Y)

2) HW(XY) £ HW(X) x HW(Y)

3) HW(Rp(XD)) £ HW(X)

4) Rp(X) # © = HW(Rp(-X))=n-HW(Rp(X))



Warm Up

Single bit version



Mersenne basics
(single bit version)

H= [ wmod F?]
(f and q containing few 1s, Le. $h)

Emar:ﬁ?f:wm

‘Decrjp&mm

o et Dtk rew IS C A, ]

C=:(a H + b) nb 1 =



Mersenine ba SLES
(single bit version)

=2%1-12 2147493647 = OXIFFFFEFE
=OX42E ¥ REOF
Encrypkion Decryption
A=OXFOF 00
=OX 400000 O Nt
C=:(a H + b) mb 1= % (< 18) =

=0 76E6CARIA



Mersenne basics
(single bit version)

Analysis of decryption
glaH+b) = af+bg [mod Fa]

HW(Rplaf+bg)) € HW(aHWE)+HW(PYHW(g)
<2 h? € n/2

HW(Rp(-(afrbg))) = n - HW(Rp(afrba))
Z n/2



Mulki-bik Mersenne

w\d@.ri.vi.,ng emmjpﬁam



Mersenne basics
Change ey for more bits

H= & £ (-1/H) + 9 = © [mod [;9:]

Te.t K =0

T=" R [wod Fa]
(R m{u,uj random)



Mersenne
(basic mulki-bit encrypt)

T=R [mwod F?] (R mfu,l.i.j random)

Encryption Decryption of (C1,2)

Clza R + b1 C2'= C1
C=a T + b2
m=Dec(CReZ)
E(nm)=(C1,C20Enc(m))




Mersenine
(basic mulki-bik encrgpﬁ)

Analysis of decryption

C2 = afR + (ag+b2)
C'=z ofR + bl ¢

HAisb(C2,C27) € HALsE(CR,0fR) + HALsE(CR!,afR)
Thus Dec(Enc(m) + small error) = m

Heuristic : Error is well diskributed
Allows ko use s&mpte& repe&ﬁam code



Mulki-bik Mersenne

CCA-KEM



CCA-KEM

Alice Bob
Alice’s PK

Shared Ke:j Shared Ke:j



CCA-KEM under
active attacie

Alice

M | Invalid CiEhQrEQXE EVQ

T

Alice’s PK



Mersenine KEEM elncaps
(with CCA ser:u,r&&jg

S =z Random seed
3) Run basic encryption of s

(getting a, b1, b2 from PRNG)
4) Output (C1, Z)



Mersenne KEM decaps
(with CCA se«cur&&jg

1) Run basic decryption on (C1, 2

3) Compare and Qutput
a) Shared secret
Y or L



Mersenine
Parame&@.rs

n = 76&6¥ 39
Low HW parame&er h=25&

Encode 286 biks:



ere&i&om Code
and Heuriskic

- Window decrypts if < 1024 errors

- Albkernative solution:
(Pseudo-)Randomly permute bits



Hard Problem

Distinguish
Hidden Llow weight Random &upl@.
(R1, R2, (R1, R?, R3, R4)

a R1+bl, a R2+b2)

a, b1, b2 with Llow HW



Best Kihown attacks
(for proposed params)

1/2
Classical : Worse than 22’ ( 3])

-1 3173
Quanbum : Worse than Zh <:<( ....%)



Conclusion



Heuristics




