Function privacy for GSW and efficient sign
computation from TFHE

Florian Bourse

Orange Labs, Applied Crypto Group, Cesson-Sévigné, France

orange”

LATCA 2018 — Bertinoro

Florian Bourse (Orange) LATCA 2018 — Bertinoro

1/13



(@ FHE Circuit Privacy Almost for Free [BPMW16]

(@ Fast Homomorphic Evaluation of Deep Discretized Neural Networks
[BMMP18]

Florian Bourse (Orange) LATCA 2018 — Bertinoro 2/13



FHE Circuit Privacy Almost for Free

Florian Bourse (Orange) FHE Circuit Privacy Almost for Free LATCA 2018 — Bertinoro 3/13



Florian Bourse (Orange) FHE Circuit Privacy Almost for Free LATCA 2018 — Bertinoro 4/13



Florian Bourse (Orange) FHE Circuit Privacy Almost for Free LATCA 2018 — Bertinoro 4/13



Florian Bourse (Orange) FHE Circuit Privacy Almost for Free LATCA 2018 — Bertinoro 4/13



Florian Bourse (Orange) FHE Circuit Privacy Almost for Free LATCA 2018 — Bertinoro 4/13



Florian Bourse (Orange) FHE Circuit Privacy Almost for Free LATCA 2018 — Bertinoro 4/13



Florian Bourse (Orange) FHE Circuit Privacy Almost for Free LATCA 2018 — Bertinoro 4/13



LWE

( A ) looks uniform
sA+e
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GSW
G=Id,0g, g-= (1,2,...,2k)

— A nxXm
C= (sA+e> + uG € Zg
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GSW
G=Ild,®g, g= (1,2,...,2")

— A nxXm
C= (sA+e> + uG € Zg

Sum C; +Cy
Product C; - G_l(CQ)

-1 : ~1(y) —
where Vv € Zg, G™*(v) € Zg is smalland s.t. G- G (v) = v
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MUX: p, vo, v1 > v,

Vo +C-G}(Vy —Vp)
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A

. -1 J— —
Vo+C-G 1(V; — V) V,LJF(SMe

) -GV — V)
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MUX: p, vo, v1 > v,
A

Vo+C-G (Vi —Vo) =V, + (SA N e) -GV — V)

o A-G (V1 —Vp) looks random (LHL) if G~ has enough min-entropy
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MUX: p, vo, v1 > v,
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o A-G (V1 —Vp) looks random (LHL) if G~ has enough min-entropy
o Need a way to make e - G~1(V1 — Vp) independent of Vi — Vg
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G (V1 — V) = BitDecomp(V1 — Vp)

e- G (V1 — Vp) entirely determined
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G (V1 — Vg) Gaussian such that G- G '(V; — Vg) = V; — Vp

e-G (Vi — Vo) Gaussian in a coset of e - A*(G)
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G (V1 — Vg) Gaussian such that G- G '(V; — Vg) = V; — Vp

e-G (Vi — Vo) Gaussian in a coset of e - A*(G)

Coset still depends on V1 — Vg

Florian Bourse (Orange) FHE Circuit Privacy Almost for Free LATCA 2018 — Bertinoro 7/13



G (V1 — Vg) Gaussian, z Gaussian

e- G (Vi — Vg) + z ensures the domain is Z
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G (V1 — Vg) Gaussian, z Gaussian

e- G (Vi — Vg) + z ensures the domain is Z

Now only depends on ||e||
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Branching Program

Vo Vi V2 V¢
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Branching Program

Vo Vi V2 V¢

ve_1[i] = MUX(x¢, ve1[j], ve_1[K])
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Branching Program

Noise(Vo)
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Branching Program
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Branching Program

Noise(Vo) Noise(V1) Noise(V?2)
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Fast Homomorphic Evaluation of Deep Discretized Neural Networks
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Input Hidden Ouput
layer layers layer
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Previous approaches:

o use Somewhat Homomorphic Encryption

o low degree activation function

o doesn't scale very well for deep networks :(
Our approach:

o use efficient bootstrapping techniques

o sign activation function

o evaluation linear in number of neuron :)
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y = sign Z W X;
i
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Encrypt

A
"
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Homomorphic addition

N\
W
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Bootstrap
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Evaluation of a 784:30:10 neural network for handwritten digit recognition

User Server

Enc(3Z; piX') o wiX
7 —— = 1 RIWE 30 RLWE
Extractl
30 N-LWE
Key Switching |
30 n-LWE
Sign Bootstrappingl
30 N-LWE
weighted sums |

argmax D
7B 0 scores e 10 N-LWE
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MNIST dataset, classification of handwritten digits:

Neurons ‘ ct size ‘ Accuracy ‘ Time enc. ‘ Time eval | Time dec.
Cryptonets 945 586 MB | 98.95% 122's 570 s 5s
Cryptonets* 945 73.3 kB | 98.95% 0.015s 0.07 s 0.0006 s
FHE-DiNN30 30 ~82kB | 93.71% | 0.168 ms 0.49 s 0.0106 ms
FHE-DiNN30 100 ~8.2 kB | 96.35% | 0.168 ms 1.65 s 0.0106 ms
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